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Configuration Details

Note: Section below needs to be updated with details for your organization provided during the start-
up process (in green)

0365 info needed by USC: < your-account.mail.protection.outlook.com >

USC Smart Host
Stage: < email.compliance-stg.unsubcentral.com >
Prod: < email.compliance.unsubcentral.com >

Outbound Header
Header: < X-ZUAPI-YOUCLIENTID >
Header Value: < YOUR API KEY >

Inbound Header

Header: < X-ZUAPI-Mailclass >

Header Value: < ZH_UCentral >
SSL Subject Name: < *.compliance.unsubcentral.com >
SPF Record

Add to existing SPF in DNS: include:spf.email.compIiance.unsubcentral.lcom]

USC IPs < 96.47.24.120/32, 96.47.24.120/32, 96.47.20.90/32, 96.47.24.90/32 >
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Outbound Connector
1. Create Outbound Connector in 0365
1.1. Open the 0365 Exchange Admin Console and go to Mail Flow > Connectors
(https://admin.exchange.microsoft.com/#/connectors)

1.2. Create a new Outbound Connector from Office 365 to Your Organization’s email server, then click
Next

New connector

Specify your mail flow scenario, and we'll let you know if you need t

et up a connector.

Connection from

@) Office 365

ema:

n
Connection to
@) Your organization’s emad server

{_) Partner organization

1.3. Give the Outbound Connector a descriptive name
1.4. Select both check boxes and then click Next

Connector name

Vs connector lets Office 365 deliver messages ur ofganizat mail serve
Name *

MTP Relay Outbound to Usd
Description

What do you want to do after connector is saved?

im on

Retain internal Exchange email headers (recommended)
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1.5. Select Only when | have a transport rule set up that redirects messages to this connector, then click
Next

Use of connector

omains in your organization

0 | have a transport rule set up that redirects messages to this connector

messages are sent to thes

1.6. Select Route mail through this smart host and enter the appropriate USC Smart Host listed at the
beginning of this document and then click the ‘+’ to add it. Click Next

Routing

1.7. Select the options below and add the following domain name (do not include <> or spaces), then click
Next

1.7.1. < *.compliance.unsubcentral.com >
Validation email

Specify an email address for an active mailbex that's on your partner domain. You can
add multiple addresses if your partner organization has more than one domain.

Always use Transport Layer Security (TLS) to secure the connection
(recommended)

Connect enly if the recipient's email server certificate matches this criteria

(O Any digital certificate, including self-signed certificates
@) Issued by a trusted certificate authority (CA)

And the subject name or subject alternative name (SAN) matches this
domain name:

| *compliance.unsubcentral.com

1.8. You will need to validate that the Smart Host is accepting your emails. Add an appropriate address and
click the ‘+’ to add it.
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Validation email

1.9. Then click the Validate button to verify that the connector works.

Validation email

Stop

1.10. If it completes successfully, click Next to add it. If not, verify that the settings are correct and
that UnsubCentral is ready to receive emails from your\domain\.

Distribution or Security Group

2. Create a dedicated a Distribution Group or Mail Enabled Security Group for senders that should use the
USC system. We'll use a Distribution Group in our example
2.1. Open the 0365 Exchange Admin Console and go to Recipients > Groups
(https://admin.exchange.microsoft.com/#/groups)
2.2. Select Add Group
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Groups

Distribution list ~ Mail-e

2.3. Select Distribution, then click Next

Choose a group type

Choose the group type that best meets your team's needs. L

) Microsoft 365 (recommended)

@) Distribution

d? Microsoft 365

il-enabled security

() Dunamic digribution

2.4. Add a descriptive name for the Distribution Group, then click Next

Set up the basics

To get started. fill out some basic info about the group you'd like to create.

Name *

Description
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2.5. Add an appropriate email address for the new Distribution Group and select the settings most
appropriate for your organization, then click Next

2.5.1. NOTE: This Distribution Group will NOT need to receive emails from outside your organization
for the USC process

Edit settings

Distribution group
Sends email to all members of the list.

Group email address *

| USC-Filtering | @) 62v

Communication

[ Allow people outside of my organization to send email to thi

Joining the group

() open

Anyone can join this group withaut owner approval.

(®) Closed
Only group owne:

() Owner approval

<an add members. All requests to join wil
Anyone can request to jein this group and owners must app

Leaving the group

() Open

Anyone can leave this group without group owner approval

(®) Closed

Only group owners can remave members. Al requests to leay

2.6. Review the settings on the next page, then click Create Group

2.7. Search for and open your new Distribution Group

2.8. On the Settings tab, you may want to select Hide this group from the Global Address List. This is
optional and will work either way.

Members Settings

General

General settings

Hide this group from the global address list
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2.9. In the Members tab, select View and manage members and then Add members to add anyone that
should be included in the USC recipient filtering

Outbound Transport Rule
3. Create Outbound Transport Rule
3.1. Open the 0365 Exchange Admin Console and go to Mail Flow > Rules
(https://admin.exchange.microsoft.com/#/transportrules)
3.2. Create a New Rule

3.3. Add a descriptive name for the Transport Rule
3.4. Under Apply this rule if..., add the following Conditions
3.4.1. The recipient is located... > Select one... > select Outside the organization

Unsublentral - Outbound Mail Flow

nside the organization v
nside the organzation

Outside the organization

3.4.2. Select Add Condition (you may need to select the More options at the bottom of the window
to add more conditions)

add condition

3.4.3. Do the same process to create another Condition for if the Sender is located Inside the
organization

3.4.4. For the last Condition, select The Sender... > is a Member of this group
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3.4.4.1. Search for and select the Distribution Group created in the previous section, click the
Add button, then OK

3.5. Under Do the following..., add the following Actions
3.5.1. Modify the message properties > Set a message header

3.5.1.1.  Select Enter text and add the Message Header (do not include <> or spaces):
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< X-ZUAPI-YOURCLIENTID >

3.5.1.2.  Select Enter text and add the Header Value (do not include <> or spaces):
< YOUR API KEY >

3.5.2. Select Add Action

Set the message header to this value

3.5.3. For the next Action, select Redirect message to > the following connector

and

¢ Selectone

Select one

Forward the message for approval...

Redirect the message to... these recipients

Block the message.. hosted quarantine

* w w v

Add recipients... the following connector

3.5.4. Select Outbound Connector created earlier and click OK

Connector

[ SMTP Relay Outbound to USC ~|

3.6. Add an Exception to identify USC processed emails to prevent looping
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3.6.1. Select Enter text and add the Message Header (do not include <> or spaces): < X-ZUAPI-
Mailclass >
3.6.2. Select Enter text and add the Header Value (do not include <> or spaces): < ZH_UCentral >

*Enter text.. header matches *Enter text
patterns

Inbound Connector
1. Create Inbound Transport Rule
1.1. In the From section, select Your organization’s email server. In the To section, Office 365 will
automatically be selected for you

New connector

1.2. New connector, type the name, in this case we used SMTP Relay Inbound from USC. Select both
checkboxes at the bottom, and click Next.
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Connector name

This connector lets Office 365 deliver messages from your organization's email server.

Name *

SMTP Relay Inbound from USC

Description

What do you want to do after connector is saved?

Turn it on

Retain internal Exchange email headers (recommended)

1.3. Select By verifying that the IP address of the sending server matches one of the following IP

addresses, which belong exclusively to your organization. Click the to add it and click ’Next‘.
Authenticating sent email

How should Office 365 identify email from your email server?

Choose how Offics will authenticate and accept email sent from your email server.

(O By vertying that he certificate that the sendin

he domain entered in the tex

(recommended)

1.4. Click Create connector.
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Test email by sending from account that is in the Distribution Group above, and from one that is not. Both
should reach their destination, but the USC processed email should have a header for < X-Zeta-Mailclass
>

Troubleshooting - Mailer-daemon arriving in Junk

The Mailer-Damon sends NDR emails back to the sender when a recipient is flagged as do not send. If these
emails are arriving in your junk folders, you should be able to resolve this with a Transport Rule.

1. Login to Exchange Admin (https://outlook.office365.com/ecp/?rfr=Admin)

1.1. Click mail flow
1.2. Click rules
1.3. Click the + and Select Create a new rule...

rules message trace url trace accepted domains  rer

This feature is also available in the new Exchange admin center.

page there.

+-LSFBRBTTY E- PO

Create a new rule...

2. Within the rule, give it a name like Allow USC bypass spam filtering
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3. Inthe new window scroll down, and select More options...

*Do the following...

Select one

Properties of this rule:

Audit this rule with severity level:
Mot specified -

Choose a made for this rule:
@ Enforce
O Test with Palicy Tips
O Test without Palicy Tips

Maore options...

4. Scroll, back to the top, under Apply this rule if...

4.1. Select IP address is in any of these ranges or exactly matches
4.2. Enter the following IP addresses individually and click the +:
< 96.47.24.120/32, 96.47.24.120/32, 96.47.20.90/32, 96.47.24.90/32 >
4.3. Click OK
5. Click add condition
5.1. If this is missing please, read step 3, about selecting More options...
6. Select domain is, which will output as The sender's domain is...
6.1. Add your respective sending domain and click the + in this case we’re using zetagalactic
as a test.
6.2. Click OK
7. Under Do the following...
7.1. Hover over Modify the message properties...

7.1.1.  Select set the spam confidence level (SCL) to...
7.1.2.  Choose Bypass spam filtering

Bypass spam filtering

0
1
2
3
4
=

8. Click add condition
9. Hover over Modify the message properties...
9.1. Select set a message header

9.1.1. Set the message header X-MS-Exchange-Organization-BypassFocusedinbox to
the value true
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Set th

BypassFocusedinbox'

r :X-MS-Exchange-Organization-

e value ‘true’

10. Click Save.
11. The end result should look like this, notice when you select certain rules the name changes.

Allow USC bypass spam filtering

Name:

Allow USC bypass spam fitering

“Apply this rule if..
Sender's IP address is in the range. | 1964724.50/32' or
'96.47.20.90/32 or
'96.47.24.120/32

add condition

X Setthe message header to this value. -
and
X Setthe spam confidence level (SCL) to... -
add action
Except it -
save Cancel
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